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Proto Source Port Destination Port Description
* RFC 1918 * * * Block private
networks networks
TCP netmarhome * 216.27.60.2 443 WebGUI WAN
(HTTPS) | Access
TCP 204.211.107.8 * 216.27.60.2 443 WebGUI WAN
(HTTPS) | Access
TCP * * * 25 POP Block
(SMTP)
TCP * * * 21 (FTP) | FTP Block
TCP * * * 22 SSH Block
(SSH)
TCP * * * 80 HTTP Block
(HTTP)
TCP * * * 143 IMAP Block
(IMAP)
TCP * * homer 143 Homer IMAP
(IMAP) Block
TCP * * * 6660 - IRC Block
7000
* * * 192.168.60.52 * Total block
* * * 192.168.60.37 * Total block
TCP 88.48.200.178 * * * LogWatch
block
TCP 124.39.152.58 * * * LogWatch
block
TCP 200.201.192.41 | * * * LogWatch
block
TCP 207.10.233.99 | * * * LogWatch
block
TCP 85.133.30.12 * * * LogWatch
block
TCP 221.11.69.58 * * * LogWatch
block
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TCP 201.38.109.195 * * LogWatch
block

TCP 68.82.232.108 * * LogWatch
block

TCP 221.144.173.15 * * LogWatch
block

TCP 200.91.251.226 * * LogWatch
block

TCP 88.54.119.70 * * LogWatch
block

TCP 66.240.255.58 * * LogWatch
block

TCP 220.253.23.132 * * LogWatch
block

TCP 61.218.44.69 * * Fail2Ban block

TCP 148.208.199.2 * * Fail2Ban block

TCP 124.216.254.84 * * Fail2Ban block

TCP 208.53.147.148 * * Fail2Ban block

* briggs * * Briggs block

* fulcrum * * Fulcrum block

ICMP * LAN net * ICMP Echo
Block

ICMP * LAN net * ICMP Unreach
Block

ICMP * LAN net * ICMP fix

ICMP 216.27.60.1 LAN net * Hosted
Solutions fix

ICMP 216.27.3.35 LAN net * Hosted
Solutions fix

ICMP netmarhome LAN net * Hosted
Solutions fix

UbDP netmarhome LAN net * Traceroute fix

TCP 65.41.0.0/16 jordan 22 Jordan ssh

(SSH) block
TCP 76.182.0.0/16 jordan 22 Jordan ssh
(SSH) block

©@
®

©E
®

©@
®

©e
®

©@
®

©E
®

©@
®

©E
®

©@
®

©e
®

©@
®

©E
®

©@
®

©E
®

©@
®

©e
®

©@
®

©E
®

©@
®

©@
®

©@
®

©E
®

04/26/2008 05:15



router2.netmar.com - Firewall: Rules

30f6

file:///home/akin/Desktop/firewall_rules.

TCP netmarhome jordan 22 Jordan ssh
(SSH) block

TCP 71.50.0.0/16 jordan 22 Jordan ssh
(SSH) block

TCP * login1 22 Login1 SSH
(SSH) Pass

TCP * jordan 22 Jordan ssh
(SSH) block

TCP * jordan2 22 Jordan ssh
(SSH) block

TCP * jordan4 22 Jordan ssh
(SSH) block

TCP * homer 22 Homer ssh
(SSH) block

TCP ! netmarhome boris 80 Boris HTTP
(HTTP) block

TCP ! netmarhome natasha 80 Natasha HTTP
(HTTP) block

TCP ! netmarhome rocky 80 Rocky HTTP
(HTTP) block

TCP ! netmarhome patty 80 Patty HTTP
(HTTP) block

TCP * 192.168.60.11/29 | 22 Homer ssh
(SSH) block

TCP * 192.168.60.17/29 | 22 Homer ssh
(SSH) block

ESP * * *

TCP * LAN net 80 Web service
(HTTP)

TCP * LAN net 443 Secure web
(HTTPS) | service

TCP * LAN net 25 Mail service
(SMTP)

TCP * LAN net 22 SSH service
(SSH)

UDP * LAN net 53 DNS service
(DNS)

TCP * gyrogear 2525 Gyrogear mail

service

TCP * gyrogear 119 - Gyrogear news
121 service

TCP * gyrogear 7000 - Gyrogear
7005 service
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TCP * gyrogear 110 Gyrogear
(POP3) service
TCP/UDP | * LAN net 21 (FTP) | FTP service
TCP/UDP | * LAN net 20 FTP service
TCP * mimi 110 POP service
(POP3)
TCP * mimi 995 Secure POP
service
TCP * masterygroup 110 POP service
(POP3)
TCP * nova 110 POP service
(POP3)
TCP * nova 995 Secure POP
service
TCP * 192.168.60.53 110 POP service
(POP3)
TCP * larnoe 110 POP service
(POP3)
TCP * 192.168.60.54 110 POP service
(POP3)
TCP * 192.168.60.57 110 POP service
(POP3)
TCP * neko 110 POP service
(POP3)
TCP * sndp2007 110 POP service
(POP3)
TCP * briggs 110 POP service
(POP3)
TCP * LAN net 143 IMAP service
(IMAP)
TCP * LAN net 993 Secure IMAP
service
ICMP netmarhome 216.27.60.36 * Jordan ICMP
Access
ICMP netmarhome 192.168.60.36 * Jordan ICMP
Access
UDP netmarhome 192.168.60.36 * Jordan ICMP
Access
TCP * LAN net 902 VMWare
Console
Access
TCP * LAN net 904 VMWare
Console
Access
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TCP * LAN net 8333 VMWare MUI
Access

TCP * * 10358 Wombat
Webmin access

TCP * * 10359 Wombat
Usermin
access

TCP * sndp2000 10348 Sndp2000
Webmin access

TCP * sndp2007 10348 Sndp2007
Webmin access

TCP 65.8.139.0/24 dodgegroup 10400 Dodgegroup
Webmin access

TCP 65.11.194.0/24 dodgegroup 10400 Dodgegroup
Webmin access

TCP 68.215.41.0/24 dodgegroup 10400 Dodgegroup
Webmin access

TCP/UDP | * barney 8080 NAT Dei Barney
NAT

TCP/UDP | * barney 8081 NAT Dei Barney
NAT

TCP/UDP | * barney 8082 NAT Dei Barney
NAT

TCP/UDP | * nichegardens 3306 Nichegardens
database

TCP * homer 10000 NAT Homer
Webmin NAT

TCP * masterygroup 10000 Masterygroup
Webmin NAT

TCP * 192.168.60.81 10000 Masterygroup
Webmin NAT

TCP * masterygroup 20000 Masterygroup
Usermin NAT

TCP/UDP | * login1 49152 - NAT Barney

65534 FTP PASV

TCP * 192.168.60.6 8443 Nova Plesk
Admin

TCP * cube 8443 Nova Plesk
Admin

TCP * 192.168.60.23 8443 Cube Admin

TCP * 192.168.60.52 8443 Larnoe Plesk
Admin

TCP * * 8070 NS control
panel Rule
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Hint:
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TCP * homer 8080 NAT Tomcat
NAT
TCP * lzwicky 8080 Lzwicky Tomcat
NAT
TCP netmarhome homer 51220 - NAT Homer
51221 webmin NAT
UDP * boris * Boris NWN
Server NAT
UDP * natasha * Natasha NWN
Server
UDP * rocky * Rocky NWN
Server
UDP * bullwinkle * Bullwinkle NWN
Server
UDP * dudley * Bullwinkle NWN
Server
TCP * 192.168.60.79 8081 NAT Boris
Plone NAT
TCP * boris 8081 NAT Plone
(Forums) NAT
TCP * 192.168.1.246 25 NAT
(SMTP) | Spamfilter.Org
SMTP NAT
TCP * homer 445 Extra https
ports
TCP netmarhome 192.168.1.246 80 NAT Spamfilter
(HTTP) web access
TCP netmarhome 192.168.1.246 443 NAT Spamfilter
(HTTPS) | secure web
access
TCP * 192.168.1.236 1935 Korey Flash
Interactive
Server
TCP * 192.168.1.236 1111 Korey Flash
Interactive
Server
3¢ block ¥ reject [Z] log
block (disabled) reject (disabled) log (disabled)
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Rules are evaluated on a first-match basis (i.e. the action of the first rule to match a packet will be executed). This
means that if you use block rules, you'll have to pay attention to the rule order. Everything that isn’t explicitly passed

is blocked by default.
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